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ABSTRACT

This study aims to investigate the relationship between information
security awareness and the intention to combat cyber threats. Social engineering is a
quantitative study. And apply the concepts of network threats, social engineering
types, concepts of Self Efficacy, concepts of Attitude, concepts of Information Security
Awareness. Concepts of subjective Norm, concepts of Perceived Behavior Control and
related research are guidelines for establishing a research framework. By studying a
sample of individuals who have encountered social engineering network threats, such
as answering and receiving calls. SMS fraud or internet fraud, whether through
channels, websites, emails, or chats, at least once within 12 months, at least 1 year of
social media work experience 227 respondents conducted validation before analyzing
the statistical results, and the remaining number of respondents was 202. And use
ready-made statistical programs to process data to analyze the relationship with
various factors. Based on the above research theory and framework

The results indicate that information security awareness is related to its
own performance and attitude towards maintaining information security. Statistical

analysis results between psychological norms and behavioral control awareness,
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including information security attitudes. Spiritual norms the awareness of behavior
control is closely related to the intention to resist social engineering network threats.

Institutions involved in information security can utilize research results for
analysis and strategic planning research. Communicate with other organizations or
supervised organizational communication to improve employees' awareness. Human
resource management personnel can develop training plans, educate employees, or
formulate policies. And clear operational procedures to prevent social engineering
threats. This includes raising awareness among the public who have the opportunity

to encounter cyber threats in society.

Keywords: Information Security Awareness, Self Efficacy, Attitude, Subjective Norm,

Perceived Behavior Control, Intention to resist social engineering
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